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Why this talk Is Interesting!

In it you will

e Learn about IPC

e \What are the options?
* \Which one is best?

« How CLIPC can help
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What's in this Talk?

 Introduction to IPC
e CLIPC

e Shared Memory

e Sockets

 FIFOs

e Semaphores
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Your Mileage WIll Vary

e Approximate numbers
and times

« Vary by a factor of 10
Tested on S e
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— Linux, Fedora 10
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Trouble with Hackers
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Trouble with Hackers

Chatter

All Messages

Charlie: wh@7'5 he talkiNg aboiu7?
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Trouble with Hackers

= P

Chatter

All Messages

Charlie: wh@7'5 he talkiNg aboiu7?
Dave: i thiNk h3 m3an$ us

Betty: he shOulD choOse @ b3t7er padsw0rd
tH@N "password”
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Introduction to IPC

Introduction to monstering by Worldlislandinfo.com
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Introduction to IPC

e Basic Concepts

e Naming

e Synchronization

6/12/2009
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|IPC Basic Concepts

* |IPC = Inter-process communications
e Multiple processes
e Java synchronization
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How to Compare IPC Approaches?

Bandwidth

Synchronization

JRE Support

Naming

Multiplicity

6/12/2009
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Me Tarzan,
who you?

tarzan by Lani Barbitta
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Exam
 Phc
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Naming
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Naming

« Naming = connecting processes
 Ergonomics
e Access control
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File Naming

Many IPC methods use the file system

because
 Visible to all processes
e Has access control built in
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Synchronization

Russia by Jesus de Blas
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Synchronization

 Event ordering
 Mutual exclusion

 Waliting
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Russia by Jesus de Blas
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A Simple Bank Transaction

6/12/2009

Transaction Balance

Deposit $40

Read Balance (200) 200
Deposit 40 (240) 200
Write Balance (240) 240
Withdraw $70

Read Balance (240) 240
Withdraw 70 (170) 240
Write Balance (170) 170

http://Itslic.com/slides/ipc.html
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A Simple Bank Transaction

Bank Transaction

1. Read Balance
2. Decision/Calculate New Balance

3. Write Balance
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The Lost Update Problem

Deposit $40 Withdraw $70 Balance
Read Balance (200) 200
Read Balance (200) 200
Deposit 40 (240) 200
Write Balance (240) 240
Withdraw 70 (130) 240
Write Balance (130) 130

The final balance should be 170 --- the deposit was lost!

6/12/2009
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Losing Transactions is Bad
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Transaction Revisited

Synchronized Bank Transaction

1. Lock Account

2. Read Balance

3. Decision/Calculate New Balance
A

5

. Write Balance
. Unlock Account

6/12/2009 http://Itsllc.com/slides/ipc.html 24



With the New Transaction

Deposit $40 Withdraw $70 Balance
Lock 200
Read Balance (200) 200

Lock (blocks) 200
Deposit 40 (240) 200
Write Balance (240) 240
Unlock 240
Lock (resume) 240
Read Balance (240) 240
Withdraw 70 (170) 240
Write Balance (170) 170
Unlock 170

6/12/2009
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Synchronization is Ordering Events

Before
* A reads balance
B reads balance
e A updates balance
e A writes balance
B decisions withdraw
B writes balance

6/12/2009 http://Itsllc.com/slides/ipc.html
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Synchronization is Ordering Events

Before After!
* A reads balance * A reads balance
B reads balance e A updates balance
e A updates balance * A writes balance
e A writes balance B reads balance

e B decisions withdraw < B decisions withdraw
e B writes balance e B writes balance
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IPC Intro: Summary

* |IPC = Inter-process communications
* Must involve multiple processes
 Naming = connecting processes

e Synchronization = ordering events
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IPC Intro: Summary

* |IPC = Inter-process communications
* Must involve multiple processes
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CLIPC
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CLIPC

/When I’'m not at the
office | like to write
software... bad
software

™

_

http://Itslic.com/slides/ipc.html
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What is CLIPC

 Open Source Java IPC library
e Stands for “com.lts.ipc”

* Provides new IPC mechanisms
o Simplifies existing mechanisms

6/12/2009 http://Itsllc.com/slides/ipc.html
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Why | Created CLIPC

 Java lacks some f only | had
 Obscures others -

_ -
 Few alternatives =

o

rrrrrrrrrrrrrrrrrrrr
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CLIPC: New Primitives

e Java does not support some IPC
— FIFOs

— Sema
e CLIPC

 CLIPC

6/12/2009

nhores
Hides JNI

orovides platform independence

http://Itslic.com/slides/ipc.html
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Exam

JNIEXPORT void JNICALL
Java_com_lts_ipc_semaphore_SemaphoreNative_connect(

JNIEnv *env, jclass clazz,
jobject resultObject, jstring name, jint initialValue)

HANDLE sem;

jlong result;

const jbyte* s;

LONG mslinitialValue, msMaxValue;
int temp;

msinitialValue = (LONG) initialValue;
s = (*env)->GetStringUTFChars(env, name, NULL);
sem = CreateSemaphore(
NULL, // default security attributes
msinitialValue, // initial value

msMaxValue, // max value
s /I name

(*env)->ReleaseStringUTFChars(env, name, s);

6/12/2009

ple of JNI Code

I
/I The whole song and dance with int's and jlong's is
/I because the damn compiler complains about conver
/I pointer to a long. This makes it hard to find t
/I errors in the output, hence this code
"
if (NULL !=sem)
temp = (int) sem;
else
{
temp = errorToReturnCode();
temp =temp *-1,

result = temp;

http://Itslic.com/slides/ipc.html

required

ting a
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CLIPC Equivalent

 The CLIPC code that does the same thing

Semaphore s = new Semaphore(name);
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CLIPC: Simplifying What's There

e Shared Memory

e Obscure names and approach
— MappedByteBuffer
— RandomAccessFile
— FileChannel

 Documentation is lacking

6/12/2009 http://Itsllc.com/slides/ipc.html
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Example: Before

RandomAccessFile raf = new RandomAccessFile("/temp/sm
FileChannel chan = raf.getChannel();

MappedByteBuffer buf = chan.map(MapMode.READ WRITE, O
byte[] other = new byte[1024];

buf.position(0);

buf.get(other, 0, 1024);

6/12/2009 http://Itsllc.com/slides/ipc.html

file", "rw");

, Size);
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What This Feels Like

Jumping Through Hoops by Photo Mojo
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After!

SharedMemory smem =

6/12/2009

new SharedMemory("/temp/smfile");

http://Itslic.com/slides/ipc.html
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CLIPC Summary

 Open source IPC library

* Provides new primitives

o Simplifies existing primitives
 http://sourceforge.net/projects/clipc

6/12/2009 http://Itsllc.com/slides/ipc.html
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CLIPC Summary

 Open source IPC library

* Provides new primitives

o Simplifies existing primitives
 http://sourceforge.net/projects/clipc
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Shared Memory

copyright (c) Sandisk Corp

http://Itslic.com/slides/ipc.html
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Shared Memory

e Appears as an array
» All processes see the same thing
 Reads & writes appear to all

e Synchronization
— Traditionally none
— Java has file locking

6/12/2009 http://Itsllc.com/slides/ipc.html
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Shared Memory: File Mapping

 Make the array look like a file
e Initialization problem
 Naming problem

e Access problem

e Unixland

6/12/2009 http://Itsllc.com/slides/ipc.html 47



Shared Memory Detalls

e Bandwidth
— 1000MB/s asynchronous

e Synchronization

— File locking
— 100us

6/12/2009 http://Itsllc.com/slides/ipc.html
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Shared Memory Detalls

 JRE Support
— Since 1.4

— MappedByteBuffer, FileChannel,
RandomAccessFile

« Naming
— File naming
« Multiplicity
— Any number of clients

6/12/2009 http://Itsllc.com/slides/ipc.html
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Shared Memory: CLIPC Support

o SharedMemory class
— Create: SharedMemory(file, size)
— Read:read(offset, buffer)
— Write: put(offset, buffer)

— Synchronization
e SharedMemory.lock
e SharedMemory.unlock

6/12/2009 http://Itsllc.com/slides/ipc.html
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Example: Chatterbox

http://Itslic.com/slides/ipc.html
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Chatterbox

IPC at work.

Chat room

Multiple users
Vacuous statements

In a really, really poor
Interface

6/12/2009 http://Itsllc.com/slides/ipc.html



Chatterbox: Shared Memory

Art

Betty

6/12/2009

Charlie

Segment
Client Message
Art ASL!
Betty Yawn
Charlie Huh?
Dave | like Britney!

http://Itslic.com/slides/ipc.html

Dave
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Shared Memory: Create

mySegment =

new SharedMemory(fileName, segmentSize);

T
try
{
myEntrySize = entrySize;

myNumberOfEntries = numberOfEntries;

i ize = entrySize * numberOfEntries — ODED.length;
mySegment = new SharedMemory(fileName, segmentSize);

catch (Exception e)

{

throw new MultiMonException("error during initializa tion", e);
}
}

6/12/2009 http://Itsllc.com/slides/ipc.html 54



Shared Memory: Read

Int count = read(offset, buffer);

public String getLine(int offset, byte[] buffer) thr ows |IOException,
IPCException)

L —
< StringBuffer sb = new StringBuffer();
int count = read(offset, buffer);
ByteBuffer
CharBuffer cb = Charset.defaultCharset().decode(bb);

int charCount = cb.length();

for (int index = 0; index < charCount; index++)

{
char c = cb.get();
if c=="\n"|| c==")
break;
sh.append(c);
}
return sh.toString();

}
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Shared Memory: Write

getSegment().put(offset, data);

6/12/2009

public void putEntry (int slot, byte[] data) throws M ultiMonException
{
| _int-offset=getEntrySize() * slot;

try
< { getSegment().put(offset, data); }

catch (IPCEXxception &)
{

int length = (null == data) ? -1 : data.length;
String msg =
"Exception while trying to put " + length
+ " bytes of data to slot " + slot
+", offset " + offset;

throw new MultiMonException(msg,e);

http://Itslic.com/slides/ipc.html
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Shared Memory: Recap

Shared

Memory
BandWi dth 1100OOOI\I<I/IBB//S Seecc
Synchronization 100us
JRE 1.4
Naming File Naming
Multiplicity Any
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Sockets

can telephones by gsherman

http://Itslic.com/slides/ipc.html
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Sockets Intro

 TCP/IP Connection

e Stream-oriented

e Bidirectional

 Requires a server/listener
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Sockets Detalls

e Bandwidth
— 10 MB/sec

e Synchronization
— Accept, read, write
— About 100us

* Excellent JRE support

6/12/2009 http://Itsllc.com/slides/ipc.html
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Sockets: Detalls (cont)

« Naming

— Port number: 7777
« Multiplicity

— One to one

6/12/2009 http://Itsllc.com/slides/ipc.html
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Sockets: No CLIPC Support

* Very widely used
* Excellent JRE support
o If it aint broke, don’t fix it!

6/12/2009 http://Itsllc.com/slides/ipc.html
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Example: Socket Chatterbox
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Socket Chatterbox: Design

6/12/2009

Jake
“Server”

TCP/IP

http://Itslic.com/slides/ipc.html

Kevin
“Client”
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Sockets: Recap

Sockets Shared Memory
BandWidth 10 MBisec 1100000|\I<|/|Bl?flsseecc
Synchronization 100us 100us
JRE Support 1.0 1.4
Naming support Port numbers File naming
Multiplicity lto1l Any

6/12/2009
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Sockets: Recap
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Sockets: Recap

Sockets Shared Memory
BandWidth 10 MBisec 1100000|\I<|/|Bl?flsseecc
Synchronization 100us 100us
JRE Support 1.0 1.4
Naming support Port numbers File naming
Multiplicity lto1l Any
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FIFOs

Queue by gadl

http://Itslic.com/slides/ipc.html
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FIFOs via CLIPC

e FIFO = First In First Out
e Basically a queue for IPC
 One direction

e Each side has a role
— Reader or Writer

6/12/2009 http://Itsllc.com/slides/ipc.html
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FIFO Detalls

e Bandwidth
— 100 MB/sec

e Synchronization
— 100 usec

 No JRE support
e File naming
e One to One
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Platform Differences

e Direction

— Linux Is one-way

— Windows Is two-way
« Naming

— Linux: any

— Windows: must be \\.\pipe\name
e Misc

— Windows pipes are networkable

6/12/2009 http://Itsllc.com/slides/ipc.html
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FIFOs: CLIPC Support

e Constructor: FIFO(file)
e Create

 Reader
— getlnputStream
— read

o Writer

— getOutputStream
— Write
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Example: FIFO Chatterbox

6/12/2009 http://Itsllc.com/slides/ipc.html

75



Chatterbox: FIFO Version

e Communication Is
one-way

e One side must create
the FIFO

6/12/2009 http://Itsllc.com/slides/ipc.html
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FIFO Chatterbox: Design

Writer

FIFO

http://Itslic.com/slides/ipc.html

Reader

I



FIFO: Create

myFIFO = new FIFO(hame);
myFIFO.create();

private void initializeFIFO(String name) throws IPCE xceptio

—

myFIFO = new FIFO(name);

myFIFO.create();

InputStream istream = myPipe.getinputStream();
InputStreamReader isr = new InputStreamReader(istream );

myln = new BufferedReader(isr);
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FIFO: Reader

InputStream istream

= myFIFO.getInputStream();

private void initializeFIFO(String name) throws IPCE xception, IOException

{
myFIFO = new FIFO(name);

myFIFO.create();

InputStreamReader isr = new InputStreamReader(istream

= new BufferedReader(isr);
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FIFO: Writer

private void initialize(JFrame frame, String name) t hrows LTSException
{

try

{

fifo = new FIFO(hame);

ream ostream = pipe.getOutputStream();

OutputStreamWriter osw = new OutputStreamWriter(ostre

= new PrintWriter(osw);

super.initialize(frame);

}
catch (IOException e)

{

throw new LTSException("Error setting up streams",e)

1

OutputStream ostream

= fifo.getOutputStream();

6/12/2009 http://Itsllc.com/slides/ipc.html
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FIFOs: Recap

FIFOs Shared Memory
BandWidth 100 MB/sec 1100000|\I<|/|Bl?flsseecc
Synchronization 100us 100us
JRE Support None 1.4
Naming support File naming File naming
Multiplicity lto1l Any
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FIFOs: Recap

FIFOs Shared Memory
BandWidth 100 MB/sec 1100000|\I<|/|Bl?flsseecc
Synchronization 100us 100us
JRE Support None 1.4
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Semaphores

Navy Signal Flags by el5rimac
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Introduction to Semaphores

e Mutual exclusion

e Binary value
 Decrement reserves
e |ncrement releases
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Semaphores

e Synchronization only
 Reserve/release take 1-20usec
 NO Java support

* File naming

« Any number of clients

6/12/2009 http://Itsllc.com/slides/ipc.html

88



Semaphores: Platform Differences

e LINux
— System V handles
— /somename

e Windows: somename
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Semaphores CLIPC

* Create: Semaphore(file)
* Reserve: decrement()
* Release: increment()

6/12/2009 http://Itsllc.com/slides/ipc.html
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6/12/2009

Example: Highlander

There can be
only...3?

) ) Image © Highlander Productions Ltd.
http://Itslic.com/slides/ipc.html
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Highlander: Semaphore Example

6/12/2009 http://Itsllc.com/slides/ipc.html
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Highlander: Semaphore Example
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Highlander: Semaphore Example
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Highlander: Semaphore Example
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Highlander: Semaphore Example
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Highlander Detalls

o Want to limit the number of processes

e Limit processes with a semaphore
— Initial value = max number of processes
— Reserve when trying to spawn
— Release when complete
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Highlander: Design

(T

Waiting

Semaphore

T

Running
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Semaphore: Create

public void initialize(Container container) throws L TSException
{
try
{
SetupShowsSize(container);
mySemaphore = new Semaphore(SemaphoreConstants.NAME, 1);
Wner);
}
catch (Exception e)
{
throw new LTSException("Error connecting to semaphor e", e);
}
}

mySemaphore =

new Semaphore(SemaphoreConstants.NAME, 1);

6/12/2009 http://Itsllc.com/slides/ipc.html
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Semaphore: Reserve

public class StatusThread implements Runnable

{

public void run()

{
try

{
myStatusField.setText("Waiting");

mySemaphore.decrement();

Random r = new Random();

long sleepTime = r.nextLong() % 20000;
if (0 > sleepTime)
{

sleepTime = -1 *sleepTime;

1

mySemaphore.decrement()

6/12/2009
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Semaphore: Release

mySemaphore.increment();

{
sleepTime = -1 * sleepTime;

}

adUTil.sleep(sleep Tt
mySemaphore.increment();
myStatusField.setText("Done");

—

catch (Exception e)
{
e.printStackTrace();
}
}
}
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Summary: Semaphores

Semaphores | Shared Memory
Bandwidth N/A 1100000|\I<|/|Bl?flsseecc
Synchronization 10us 100us
JRE No 1.4
Naming File Naming File Naming
Multiplicity Any Any
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Alternatives to CLIPC

| can't believe... by kalleboo
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Other IPC Libraries

e JTUX: http://basepath.com/aup/jtux/
e Cygwin: http://cygwin.com/
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General IPC Information

Windows msdn.microsoft.com

Linux Advanced UNIX Programming
basepath.com/aup/index.htm

Java News groups.google.com
Group /group/comp.lang.java.programmer

Sun Forums |java.sun.com

Code Project |codeproject.com
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Resources: Slides & Code

o Slides http://ltsllc.com/talks
e Code http://sourceforge.net/projects/clipc
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Summary

Image © Harvest Marketing
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Why this talk was Interesting!

It was Interesting because you
e Learned about IPC

 Know what your options are
 Know which option is best?
 Know how CLIPC can help
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Summary: IPC

o |PC
— Stands for “Inter-process Communications”
— Multiple Processes
« Naming
— Connecting processes
— File naming
e Synchronization
— Ordering events
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Summary: CLIPC

 CLIPC

— stands for “com.lts.ipc”

— Open source IPC Library
— Supports Linux & Windows
— Provides new primitives

— Simplify existing primitives
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Summary of IPC Types

Type Bandwidth Sync (usec)
Shared Memory, async 1000MB/s 100
Shared Memory, sync 100MB/s 100
Sockets 10MB/s 100
FIFOs 100MB/s 100
Semaphores N/A 10
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The End

...and in last place by ....tim
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Credits/Acknowledgements

name for the corresponding author.

Riveting meeting by markhillary
http://www.flickr.com/photos/markhillary/370268513/in/set-72157594479116282/

What my stomach virus felt like... by jc.westbrook
http://www.flickr.com/photos/jcwestbrook/3394242416/

Hummer Gas Mileage by The Ardvaark
http://www.flickr.com/photos/ardvaark/214756715/

Wargames © MGM
http://mgm.com

Tarzan by Lani Brbitta
http://www.flickr.com/photos/lanibarbitta/2605271407/

17/365 War Face by smileham
http://www.flickr.com/photos/smileham/3358153294/

Cornered Rat by Redwin Law
http://www.flickr.com/photos/91959510@N00/2560766671/

Jumping Through Hoops by Photo Mojo
http://www.flickr.com/photos/mojodenbowsphotostudio/504841524/

Introduction to monstering by Worldlslandinfo.com
http://www.flickr.com/photos/76074333@N00/318034222/in/set-72057594137055528
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Credits/Acknowledgements

The following images were from the corresponding author on flickr.com. The listed name is the user
name for the corresponding author.

*  Cruzer 8GB by sandisk
http://sandisk.com

* Can telephones by gsherman
http://www.flickr.com/photos/gsherman/731679046/

*  Queue by gadl
http://www.flickr.com/photos/qadl/89650415/

* Navy Signal Flags by el5rimac
http://www.flickr.com/photos/richmcdowell/2343936706/

* Highlander © Highlander Productions Ltd.

* ‘| can’t believe they actually have a GENERIC STORE BRAND version of SPAM. That's kinda
weird.” by kalleboo
http://www.flickr.com/photos/kallebo0/2215631200/

e “Only Important Stuff” © by Harvest Marketing

...And in last place by “...Tim”"
http://www.flickr.com/photos/tim_norris/2789759648/
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Credits/Acknowledgements

The following images are uncredited because | could not find the original source and
author. If you recognize the image and know the author please email me the info so
that | can give credit where it is due.

« Man and woman talking with string telephone

6/12/2009 http://Itsllc.com/slides/ipc.html 122



